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IHEPEAMOBA

Momnorpadiss mpucBsiueHa NUTaHHSIM  OaraTOpiBHEBOi  opraHizamii  Ta
npoekTyBaHHs Kibepdizmunux cuctem. Ilig kibepdizuunoro cucremoro (KOC)
PO3YyMIIOTh MOEAHAHHS MpPOLECiB (PI3UYHOTO CBITY Ta KIOEPHETHMYHUX 3ac00iB, K1
OpraHi3yl0Th BUKOHAHHSI BUMIPIOBAHb UM CIIOCTEPEKEHHS 3a IIMMH IpoliecaMu, 30ip
Ta Tepenady JaHuX, ONpAIIOBaHHS JaHMX, iX 3aXUIleHe 30epiraHHs Ta OOMIH,
OPUMHSTTS pillieHb, OpPraHI3alliio Ta 31MCHEHHs BIUIMBIB Ha 11 npouecu. OO0’ eqHaHHS
KOMITOHEHTIB KIOEPHETUYHUX 3aC001B Yy MEXaX OJIHIE] CHCTEMH Ja€ 3MOTY OTPUMYBATH
SKICHO HOBI pe3yJbTaTH, SKi MOXKHa BHKOPHUCTOBYBATH JUIsl CTBOPCHHS IIUPOKOTO
CIEKTPY MPUHITUIIOBO HOBMX HAYKOBUX, TCXHIYHUX Ta CEPBICHUX 3aCO0iB.

Coorogui  mpobOyiiemMaTuka  IHTErpyBaHHS  PI3HUX 32  MPU3HAYCHHSIM
iHbOpMaIlIITHUX, KOMIT' IOTEPHUX Ta TEJIEKOMYHIKAI[IHHUX IMIJICUCTEM Yy OJHY
JIEIEHTPaII30BaHy, PO3MOAUICHY Ta THYYKY K10ephi3u4Hy cucTeMy Ha0yJa 0coOIuBOT
aKTyaJTbHOCTI 3 OTJISiAy Ha 3HA4YHE 30UTBIICHHS MOMJIMBOCTEH IIOMO TPaKTHYHOI
peamizamii iX KOMIOHEHTIB Ha OCHOBI CyYaCHHUX TEXHOJOTIYHUX [OCSTHEHb Y
BUTOTOBJICHHI IHTETPAJIbHUX CXEM Ta 3aco0iB 0e3ApOTOBOTO 3B’SA3KY. 3aBISKU
HassBHOCTI B K®C 3BOpoTHOTO 3B'SI3KY y B3aeMOJii MDK OOYHCIIOBAJILHUM Ta
GI3MYHUM TIpOIleCaMM peali3yeThes iX TMOOKa 1HTErparlis, 1o CTBOPIOE abo Jo0jae
HOBI (PYHKIIIT Ta MOXKJIMBOCTI II0JI0 BUSIBJICHHS Ta KepyBaHHS (DI3UUYHUMH TPOIIECAM U
Ta 00’ekTamu Oe3me4yHo, HaaIiHO Ta e(EeKTHUBHO. 3a OpraHiuyHOl IHTerpamii Ta
rIMOOKOTO TOETHAHHS TEXHOJIOTIH 00YHCIIeHB, 3B'13Ky Ta kepyBaHHSI KDC mMoxyTh
peamizyBaTH B peaJlbHOMY 4Yacl BUICTE)KCHHS, JIUHAMIYHHUN KOHTPOJb Ta
iHhOpMaIIfHUN CepBiC BEIMKUX 1H)KEHEPHHUX CHCTEM.

HocmmkeHas y cdepi Kibepdi3uIHUX CUCTEM ChOTOJHI BHECEHO 10 KITFOYOBHUX
HaIpsMiB HAYKOBUX JOCIIIKEHb B IPOBITHUX KpaiHax cBiTy. He BUKIIMKae CyMHIBY,
[0 3aCTOCYBaHHS KiOephi3BUYHUX cHUCTeM Oyjae MaTh HE MCHIIMK BIUIMB Ha
CYCIIUTBCTBO HIK CTBOPEHHSI MepeKi [HTepHET.

Ockinbku ctBopeHHS K®PC € HOBMM HAyKOBO-TEXHIYHUM HAMPSIMOM, SIKAN
nependavae MEPEKPUTTS Ta IHTETpaIlito 0araThoX ray3ei HayKH 1 TeXHIKH, (axiBiii 3
KOMIT'IOTEpHUX Ta I1HQOpPMAlIHHUX TEXHOJIOTI TOBWHHI HAJIaroJKyBaTH TICHY
criBrpalfo 3 (axiBIsgMH IHIIUX Tady3eid, TaKUX SK aBTOMATH3AIlis Ta YIpaBIiHHS,
UBLIbHE OYIIBHUIITBO, MEXaHika, 010J0risa, XiMis Ta 1H. Ta ¥ camMi BOHM MOBHHHI
rIMOOKO PO3yMITH SIK OpraHizailito poootu KidbepizuuHOi cUCTeMH, TaK 1 MEXaHIKH,
€JIEKTPOHIKH, 010JIOT1i Ta XIMii, 3HATU TEXHIYH1 XapaKTePUCTUKHU JIaBayiB 1 aKTIOATOP1B

Ta TEXHOJIOT1i ONPaIfOBAaHHS CUTHAJIIB 1 300pakeHb.

8



Xo4a HayKOB1 JOCHIIKEHHS B LI{ ramxy3l MalOTh BUCOKY aKTyaJIbHICTb, O0araTo
npobiem ctBopeHHs: KOC 3anumarorecst HeBupimeHUMU. CTEp)KHEBOIO € mpoliema
iHTerparii rereporeHHux kommnoHeHTiB B ojHiii K®C. Kpim Toro, HegoctatHiMm €
TEOpETUYHE  OOIPYyHTYBaHHSIM  HpuHIMOIB  noOyaoBu KOC.  Biakputumu
3aNUIIAIOTHCA MUTAHHA 3a0e3MeveHHsT (PYHKI[IOHATHHOI ITOBHOTH Ta CHHEPTETHYHOTO
edeKTy BiJ 00’ €JHAaHHS PI3HUX KOMIIOHEHTIB B CUCTEMY, Ta OaraTo 1HIIMX.

Momnorpadiss  «KibepdhizuuHi cuctemMu: OaraTopiBHEBa Oprasizaiis Ta
POEKTYBAaHHS» - 1€ Cpo0da y3araJbHUTU NMUTAHHS opraHizaiii QyHKIIOHYBaHHS Ta
NPOEKTYBAHHS SIK y IIUIOMY KiOep(hi3UYHUX CUCTEM, TaK 1 IXHIX OKPEMUX CKJIaJ0BHX.
B Hill pO3KpPUTO OCHOBHI MOJOXEHHS OaratopiBHEBOi MmiIatGopmu Kidephi3UUHUX
CUCTEM Ta iX apXITeKTYpH, HAMPSMHU Ta MIIXOU 10 OpTraHi3alii HAyKOBUX JOCIHIKEHb
B ME)Xax IIhOT0 HAyKOBOTO HAMPSMY, BUKJIAICHO ITIXOH 10 MOOYA0BH HOBHUX, OUTBII
HaAIMHUX METONIB KpumnrorpadiuHoro 3axucty iHdopmallii B KiGeppI3UUHUX
cucreMax, c(hOpMOBaHO OCHOBH aBTOMAaTUYHOTO CHHTE3y KOMII FOTEPHUX MPUCTPOIB B
pPEKOH(IrypOBHUX amapaTHUX IMaThopMax BY3JIIB IHTENEKTYyaJIbHUX CEHCOpPIB 1
aKTI0ATOP1B KiOep(I3UUHUX CUCTEM, MTOJAAHO MIPUHIUIM OpTaHi3allii Ta MPOEeKTYBaHHS
BEUIIHTOBHUX KiOEP(PI3UIHUX CUCTEM.

Kuura ckimanaerscsi 3 4oTUpBHOX po3AuniB. KOpoTkuil 3MiCT KOKHOTO PO3ALTY
TaKUU.

B niepmomy po3aini po3riasHyTI OCHOBHI MOJIOKEHHS Ki0ep(di3uuHUX CUCTEM Ta
chepu iX 3acToCcyBaHHS, OOIPYHTOBAHO IX CTAaHOBJIEHHS SK 3aKOHOMIPDHOTO €TaIry
PO3BHUTKY KOMIT IOTEpHHX, IH(QOpMAIIHHUX Ta TEICKOMYHIKAI[IMHUX TEXHOJIOTIH,
c(hOopMOBAaHOT'O HAa OCHOBI JOCSITHEHBb B Tally31 MIKPOCJICKTPOHHOTO BUPOOHHIITBA, Ta
HABEJICHO HAaIlpaIlfOBaHHS TMONepeaHiXx pokiB y wmexax korreniii K®C.
CdopmynboBaHO  aKTyalnbHICTb ~ CTBOPEHHsS  OaratopiBHeBOi  miuaTdopmu
KiOephBUYHUX CHUCTEM, TPEIMET Ta METYy MPOBEACHHS IOCIIHKeHb B 11 Mexkax,
JTOCIITHUIIBKI TMpoOJieMHu Ta 3aBaaHHs. Po3rissHyTi OCHOBHI ifei Ta TimoTe3u
JOCIIHKeHB, a TAKOXK MIISXH iX BTUICHHS. BruokpemiieHo 0co6amBocCTi Kidephi3naHuX
cucteM, c(hopMylibOBaHI MPOOJEMU IX CTBOPEHHS Ta 3alpONOHOBAHI HUIAXU
BUpIMIEHHS 1[mX mnpobrmeM. PosrmsHyra womens KiOepdi3MdHOi CHCTEMH Ta
3apOTIOHOBaHA  KOHIICTIIis ~ 0araropiBHEBOTO  TMOJAHHS  1i  apXITEKTYypH.
CdopmynboBaHi HampsMH HAYKOBUX JOCTDKEHb B MeXax OaraTopiBHEBOT
matdopmu Kidepd13UUHOT CHCTEMHU Ta TTOAAHUM OIKC 11 KOMIIOHEHTIB, a caMe 3ac001B
B3a€EMOAIT 3 (I3UYHUM CBITOM, 3ac00iB 300py Ta JOCTaBKH JaHUX, 3ac00iB
OMpAIIOBaHHS JIaHUX, 3aCO01B MPUUHSTTS PIlIEHb, 3aC00IB MEPCOHAIBHOIO CEPBICY.

3anporoHOBaH1 METOAM IHTErpamli KOMIOHEHTIB KiOep(i3MuHHX CHCTEM, METOAU
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3a0e3nedyeHHss  IX  MaciTaboBaHOCTI, THYYKOCTI, HapoU[yBaHOCTI  Ta
PEKOH(]ITypOBHOCTI, MPUHIIMIM 3aXUIIEHOT0 OOMiHY. 3alIPONOHOBAH1 TAKOXK MIXOIH
70 OpraHizaiii Mpolecy HayKOBOTO JOCIIIKEHHS Ta OOIPYHTOBAaH1 1 PO3BUHYTI
HAyKOBI HampsMH CTBOpPEHHs OaraTopiBHEBOI1 MmiaTdopMu KiOep(Ii3MUYHHUX CHCTEM.
[lonani OCHOBHI OTpUMaHi1 HAyKOBI PE3YJIbTATH B paAMKaX JIOCIIJI)KEHHS Ta CTBOPEHHS
OaraTtopiBHEBOI IIaTGopMu KiOep(DI3UUYHUX CUCTEM, & TAKOXK MUTAHHS IMILJIEMEHTAIl11
K®C.

VY npyromy po3auiti po3TJSHYT1 3arajibHi TPUHIUIINA MOOYA0OBU Ta MPOEKTYBaHHS
omepamifHux  By3miB sl momiB  [amya, 10  BUKOPHCTOBYIOTBCS — IPH
KpunrorpagiyHoMy 3axucTi iHGopmallii Ha OCHOBI ENINTUYHUX KPUBUX B CKIIAJII
ki0eppi3uuHux cucteM. I[IpoaHanizoBaHO aJdrOpUTMIUHI OCHOBU NPOEKTYBAHHS
koM’ torepHux 3aco0iB KOC, TpamuiiiiHi MeTOoauM Ta 3aco0u KpuUNTOorpadiuHOro
3aXUCTy B HUX 1HpopMmaiii. OcobnuBy yBary mpuauieHO Kpunrorpadii eminTUHYHrX
KPUBHUX Ta MPHUHIIMIIAM BUKOPHUCTaHHS eJleKTpoHHOTO mudposoro mignucy (ELIT) 3a
HaI[IOHATHPHAMH Ta MDKHAPOJHHMH CTaHIAPTaMH, IO 0a3yrOThCsl Ha BUKOPHUCTAHHI
SNNTUYHUX KPUBHUX Ta po3mupeHux nouis ["anya sk maremarnunoi ocaosu ELIL. [Ins
MOPIBHSAHHS PI3HUX BapiaHTIB OMpalllOBaHHS €JIEMEHTIB MOJiB ['amya pO3TIIHYTO
NUTaHHS CKJIAJHOCTI MPUCTPOIB OMpalfoBaHHA eleMeHTiB moiiB [amya. OriHeHO
BIJIUB TEXHOJIOT1M KBAaHTOBHX OOYHCIIEHb Ha CTIHKICTh 3ac00iB KpUITOTpadhiuHOTO
3axucty iHdopmaii (K31), a Takok MOXKIIMBI IIJISAXU BAOCKOHAIEHHS anroputMmiB K31,
30KpeMa  aJrOpUTMIYHI OCHOBH KpumrTorpadii 130TeHili CyNepCHUHTYISIPHUX
SMNTUIHUX KPUBHUX.

Ha ocHoOBIi mpoBeseHOro aHajizy BU3HAYEHO OCOOJMBOCTI apXITEKTypH 3ac00iB
K3I 1 BukopucTanHs B iX CKJajl BY3/iB ONpaIfOBaHHS €JIeMEeHTIB mojiB ["amya mis
pobotu 3 nudpoBumu minnucamu. Posrmsayro [JIIC, sapa Ta renepaTopu saep sk
eneMeHTHY 0a3y 3aco0iB K3I. OcHOBHY yBary mpuiIeHO By3jiaM Ta CTPYKTYPHUM
anroputMaMm MHOXXEeHHS B moisax [amya GF(2p), saxi 3amisHi mpu CTBOpPEHHI
criennporiecopiB s peanizamii anroputMie K31 Ha OCHOBI eNNTHYHHX KPHUBHUX.
[IpoananizoBaHO MaTeMaTU4YHI TAKETH JIJIs1 IPOBEJICHHS 00uncieHs y nmomsix ["amya ta
HEOOXITHICTh MACKYBaHHS poOOTH ITU(POBUX MPUCTPOIB B ckiafi 3acobiB K31.

BuknaneHo OCHOBH TPOEKTYBaHHS Ta OCHOBHI apXITEKTypHI MNPUHIUIN
nobynosu 3aco0iB K31 KOC na 6a3i oneparriitaux By3iiB jutst ouiB ["amya ta migxoau
710 iX MPOEKTYBaHHs, 3[IIMCHEHO iX anmapaTHy peanizaiito Ha ocHoBl [IUIIC y Burisiai
CIIEIIIIPOIIecCOpa, BU3HAUYEHO OCOOJMBOCTI TaKOi peaizalrii.

[IpoBeneno Bubip mosist ['aya Ha OCHOBI OLIIHIOBaHHSI €MHICHOI, CTPYKTYPHOT,

anapaTHOi, MPOTPaMHO-YaCOBOi Ta 4YacOBOi CKJIAJHOCTEH OIpalllOBaHHS €JIEMEHTIB
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nouiB ["anya, mokazaHo MOXJIMBICTh peaini3allii BOYJJOBAaHOTO KOHTPOJIIO BY3JIB, IO
OTIPaIbOBYIOTH €JIEMEHTH PO3IMIMPEHUX MoJiB ["amya.

Onucano TeHeparop sAep JUISI CTBOPEHHS BY3JIB CIEHIpolecopa 3
BUKOPHUCTAHHSAM SIKOTO CHHTE30BaHO PsJi BY3JIB CHELIpolecopa Ta 31HCHEHO
MacCKyBaHHsI IXHbO1 pOOOTH.

B TperpboMmy po3aini pO3TASHYTO NHUTAHHS JOCTKEHHS Ta PO3pOOJICHHS
TEOPETUKO-METOAUYHOT 0a3u, aJIrOpuTMIYHOTO 3a0€3MEUCHHS Ta BIAMOBIIHUX
OporpaMHMX 3aco0iB Il OpraHizamii 1 BUKOHAaHHA aBTOMATUYHOI'O CHHTE3Y
KOMIT IOTEPHUX TPHUCTPOIB B PEKOH(MIrypOBHHX amapaTHUX Iutatgopmax BY3IIIiB
IHTEJNIEKTYyaJIbHUX CEHCOPIB 1 aKTI0ATOPIB K10ep(Pi3nuHuX cucteM 0€3 ydacTi JIOUHU.
JInss  BUpIIIEHHS IHOTO 3aBJAaHHS 3aCTOCOBAHO METOJ CaMOKOH(IrypyBaHHS
KOMIIT' FOTEPHOT CHUCTEMU 3 PEKOH(DIrypOBHOIO JIOTIKOI0; MOJIEIh Ha/IaHHS MTPOTPaMHUX
3aco0iB sSIK CepBiCY Yepe3 KOMIT I0TepHY Mepexy (anri. SaaS — Software as a Service);
texHojoriio [Hrepuery pedeit (anrn. IoT — Internet of Things). 3anpomnonoBano Ta
OMMMCAaHO METOJl AaBTOMATHYHOTO CHHTE3y KOMITI'FOTEPHUX MPHCTPOIB B
pPEKOH(IrypOBHUX amapaTHUX IMaThopMax BY3JIB IHTENEKTYyaJIbHUX CEHCOPIB 1
akTIaTopiB. P0o3po0sieHO KITIEHT-CEpBEpPHUN MPOTOKOJ OOMIHY 1H(MOpPMAIIIEI0 MiX
PEKOH(ITYpOBHUMH amnapaTHUMH IUTaTGOpMaMU I1HTEJICKTyalbHUX BUMIPIOBAIBHO-
KEpYIOUHUX BY3JIIB KiOephI3UYHUX CHUCTEM IS aBTOMAaTUYHOT'O CTBOPEHHS B HHUX
KOMIT FOTEpHUX MpucTpoiB. Ha 6a3i 11p0ro mpoTokoiy chopMyIbOBaHO TEXHIUHI
BUMOTH JI0 peajizaiii Ta po3poO0JIeHO NMPUHIUIKM MOOYIOBH 1 OCHOBHI aJrOPUTMHU
GbyHKITIOHYBaHHS TpOrpaMHUX iHTepdenciB. 3aIHCHEHO MOJCIIOBAHHS 1 HaBEIACHO
pe3yabTaTh IMIJIEMEHTAITI] 1 TeCTYBaHHS IPOrpaMHUX 3ac001B peari3allii MpOTOKOITY
oOMiHy iH(opMari€ero MK peKOH(IrypOBHHMH alapaTHUMH IIaT(GopMaMu BY3IIiB
IHTEJNEKTYyaIbHUX CEHCOPIB 1 aKTI0OATOPIB KIOEp(PI3UIHUX CHCTEM MIJIi aBTOMATUYHOTO
CTBOPEHHS B HX KOMIT FOTEPHUX MPUCTPOIB.

B uerBepTromMy po3aini B pamkax amnpoOaiii TEOpETUYHUX pe3yJbTaTiB
JOCTIPKEHb ~ PO3MJISIHYTI OCHOBHI  TIOJIOKEHHS TOOYAOBH Ta  EKCILTyaTarii
I’ ITUPIBHEBOI BeHAMHTOBOI KiOepdizmunoi cuctemu. CdopmoBaHi TeHACHIIIT
PO3BHTKY BEHJIMHIOBOi 1HAYyCTpli. OKpeMo BHUALICHO OCOOJMBOCTI, OpraHi3alliiHy
CTPYKTYPY Ta >XUTTEBUH IUKI BEHIWHTOBUX KiOepdizmunux cuctem. JletampHO
OmMHCcaHo mnporec QYKIIIOHYBaHHS Ta METOAM IHTETpaIlii KOMIIOHEHTIB BEHAMHTOBUX
Ki0epdi3nuHUX cucTEM. 3alpONOHOBAHO KiacU(iKallilo, y3aralbHEHY CTPYKTYpy Ta
aIrOpUTM pOOOTH BEHAMHTOBUX aBTOMATIB. Po3risiHyTO 1HTEpdeiicu Ta mpOTOKOIU
B3a€EMOJIT KOMIT' FOTEPHOI CHCTEMHU KEpyBaHHS 3 MepudepiiHUMU MPUCTPOSIMU

BeHAMHroBoro aBroMary. Hanmano knacudikaiito cnocoOiB ieHTU(]IKALlT KIIEHTIB
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Ul TOOYIOBU €(EKTHUBHOI CHUCTEMH JIOSUIBHOCTI. 3alpONOHOBAHO aBTOMAaTHU30BaHY
aHANITUYHY CUCTEMY, sIKa JI03BOJISIE CIIPOCTUTH aHajl3 JAaHMX, BUPIIIYBaTH 3ajadl
IIPOTHO3YBaHHS Ta BUABIATUM aHoOMaibHI mnoxail. HaBeneno mnpuknagu peasnizaiii
3ac00IB MEpPCOHAIBHOIO cepBicy. JlOCHiIKeHO NEepCHeKTUBU PO3BUTKY 00JACTI
aBTOMAaTU30BAaHOT'O TECTyBaHHs Ha 0a3l cKpumTiB. BusHaueHo mpobiiemMu peanizaiii
CUCTEMHU aBTOMATHU30BAHOTO TECTYBaHHS aBTOMATIB 1 3allPOMIOHOBAHO HUIAX iXHHOTO
BUpieHHs. HaBeneno npukiian peanizanii BEHAMHIOBO1 KiOep(pI3UUHOI CUCTEMHU Ha
0a31 MapKoOBOK 3aKpUTOro Tuiy. OnucaHo METOIMKY pO3paxyHKy KOHQIrypamiiHux
napameTpiB JiJ1s Ki0ep(i3MYHOI CUCTEMHU YIPABIIIHHS MapKOBKAMHU.

HaykoBi pe3ynbTatu, BUKIaZeHI B Lid MoHorpadii, OTpuMaHl B Mexax
HAyKOBOT'0 TMpoekTy “IHTerpariisi MEeTOJiB 1 3ac00iB BUMIPIOBaHHS, aBTOMAaTH3aIlli,
OTpalloBaHHs Ta 3axuCTy iHopmaiii B 0a3uci KiOepPi3UUHUX CUCTEM, HOMEP
nepxxaBHoi peectpartii 01150000446, BukoHaHOTO Ha 3aMOBIICHHS MiHicTepcTBa
OCBITH 1 Hayku Ykpainu B HamionanbHOoMy yHiBepcuTeTi “JIbBIBChbKa MOMITEXHIKA™
npotsirom 2015-2017 pokiB, HaAyKOBI JOCIIJIKEHHS 32 SIKUM Sl OYOJIIOBAB SIK HAYKOBUIA
KEpIBHUK.

Maro Hajio, 10 3anponoHOBaHI y MoHorpadii HmpUHIUIKM OaratopiBHEBOI
opraHizamii Ta TpoeKTyBaHHsS KiOep(}i3UUHUX cHUCTeM OynyTh KOPUCHUMH IS
¢axiBIIiB y raay3i KOMII'TOTEpHUX Ta IHGOPMALIMHIX TEXHOJIOT1H, a TAKOX acIipaHTam
Ta CTyJleHTaMm creriaibHocTed "KoMmm'totepHa imxenepis”’, «KoMmIr loTepH1 HayKuy,
«ABTOMATH3aIlA Ta KOMII IOTEPHO-IHTETPOBaHI TEXHOJOTi», «MeTposoris Ta

iH(dOopMalIiitHO-BUMIpIOBalibHA TeXHIKay, «KibepOesmekay.

HaykoBwuii penakrop, 1.T.H., mpodecop AHaToii MelbHUK
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